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Installing the Software

Step by step Instructions



Installation Instructions — Selecting your District School

@ Step 1: @® Step 2:
Click on the Google Admin Click on Devices / Chrome / Apps & extensions / Users and

Login bar to open the left tab browsers / ‘Select your District Schoof

= Google Admin Q  Search for users, groups or settings

Croogle Admin

‘ evICe { me Apps & extensions «

m Home
o= D include all organizational units Users & browsers Kiosks Ma
0 Devices 88 Dashboard . s AR
Search for organizational units i Play Store Chrome Web Store
’ & Directory Allow all apps, admin manages blockist Allow all apps, admin ma
Overview «  Sofe Kids School
‘ L—D Devices
+ Search or add a filte
» Safe Kids Test Destrict
Overvew
-
Chrome Safe Kids Test Elementary Sck
App Installation policy
L—p ~ Chrome
Sale Kids Test Middle School
O verview Overview
Scheol Demo
Devices
Devices
Managed browsers
Managed browsers » Settings
—p-v Apps & extensons
» Setlings
g ‘ Users & browsers

Kiosks

Managed guest

sessions




Installation Instructions — Adding Chrome App...

@ Step 3:
Choose the large plus icon in the lower right of your screen and then select
‘Add Chrome App or extension by ID’

Apps & extensions  « What's new?
‘ -
D Include all organizational units Users & browsers Kiosks Managed guest sessions Requests
<
Search for organizational units , Play Store Chrome Web Store O ADDITIONAL SETTINGS
Allow all apps, admin manages blocklist Allow all apps, admin manages blocklist
~ Safe Kids School
» Safe Kids Test District P RORER 01 a9 8 SN
School Demo
AP0 Installation polscy Version prnng
Add Chrome app or extension by ID
apps and extensions can also be added by specifying the 1D If it is outside the
Chrome Web Store, you must aiso specify the URL where the extension is hosted
Extension ID O
From the Chrome Web Store ¥ At Chvmme ogp of eatamaten by 10 .
CANCEL SAVE °

MANAGE ORGANIZATIONAL UNITS



Installation Instructions — Adding Chrome App...

@ Step 4:
In the dialog that appears select the dropdown ‘From the Chrome Web Store’ and
‘From a custom URL’

Add Chrome app or extension by ID Add Chrome app or extension by ID

( € apps and exter f an al e adde yme apps and extensions can also be added by specifying the 1D. If it is oulside the
Chrome Web Store vou must also specify the URL wt Chrome Web Store, you must also specify the URL where the extension is hosted
Extension ID Extension ID

From th e Web Store

@ From the Chrome Web Store ¥ \

From a custom URL

CANCEL SAVE




Installation Instructions — entering information

@ Step 5:
Enter the following for Extension ID and custom URL:

Add Chrome app or extension by ID

Chrome apps and extensions can also be added by specitying the 1D, If it is outside the

Chrome Web Store vou must also specify the URL where the extension is hosted

Extensaon 1D

| +«— Extension ID:
ojejnchgcdlckdopkfcchhdgijeoicjj

From a custom URL v

URL «<— URL:
https://safekids-chrome-extension.s3.ap-south-

1.amazonaws.com/demo/SafeKidsForSchools.xml




Installation Instructions — force install

@ Step 6: Ensure the extension is pushed to every student. Click ‘Allow install’ and in

the menu, select ‘Force Install’

Users & browsers Kiosks

Play Store
Allow all apps, admin
manages blocklist

Chrome Web Store
Allow all apps, admin
manages blocklist

ID: “ojejnchgcedickdopkfcchhdgijeoicij” ©

CLEAR FILTERS

App Installation policy

-+ Search or
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¢ ADDITIONAL
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° ADDITIONAL
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CLEAR FILTERS
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Installation Instructions — Settings

. USER & BROWSER SETTINGS DEVICE SETTINGS MANAGED GUEST SESSION SETTINGS
@ Step 7: These settings are )
HIGHLY recommended to make T Rlesiesc @ You can quickly enter text CLEAR FILTERS
sure the ChromeBooks are here for a quick search.
restricted properly. Apps and extensions Please enter ‘task’ A
The new gpps & extensions page centralizes all app & extension provisioning
Click on Devices / Chrome / o otk aons
Settings / Users and browsers / » Forceinstall spps
Select your District School / Click e i
on User & Browser Settings.
The gpplication settings page includes addmional app & extension settings
Select ‘Block users from ending o ABowed 2pp Typee
processes Wlth the Chrome task o App and extension install sources
y . . = Allow ingecure extension packaging
manager.’ This setting prevents & ok aumanatons by pETISeIo
students from closing any * Runtime blocked hosts
. » Chrome Web Store homepage
extension on a Chromebook. s,
Please follow a similar process * Private apps in collection
. o Chrome Web Store permissions
to apply Other Settlngs » Alow users to publish private hosted apps
Task manager (&)
gac':cd from Google defout G end processes with the Chrome 1ask m @
@ewmmwes with ‘MQD




Installation Instructions — Settin;

<
@ Step 8: ‘Disallow incognito ¢ Rmemmeews e < Enter ‘incognito’
mode’ prevents students from
Securny

using the privacy settings.

incognito mode O
inhented from Googic oot

'Always use SafeSearch for sliss
Google Search queries’ — forces S — E——
the Google search engine to only e e 1 oo Fopie meops 0 et b v 810w

do safe searches

Figure 2. Prevents students from going on activity that cannot be tracked and filtered

USER & BROWSER SETTINGS DEVICE SETTINGS MANAGED GUEST SESSIO
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Content

SafeSearch and Restricted CnleCmmerde bne Rl Comreis e
Mode (O
Inhorded from Google default
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Installation Instructions — Settings

USER & BROWSER SETTINGS CEVICE SETTINGS MA?

@® Step 9: ‘Enforce Strict Restricted '] Gammmm— | |
Mode on YouTube’ Ensure Enter ‘safesearch

YouTube has a restricted model

Content
turned on to prevent unsafe
Content. SafeSearch and Restricted SafeSearch for Google Search queries
Modg O Do not enforce SafeSearch for Googfe Search queries v
inhesited from Google defsult
m . r Y Ractrirted Madte tew Yoo Tuha

‘Never allow use of built-in
developer tools’ prevents

Enfarce on YouTube
students from accessing < Enforce Strict Restricted Mode on YouTube 2 '
developer tools to potentially

bypass filters.

Do not enforce Restricted Mode on YouTube

USER & BROWSER SETTINGS DEVICE SETTINGS MANAGED GUES

Fubtent devsioper ook’ @ <—— Enter ‘developer tools’

User experience

Developer tools
Localy applied W

oe

Always alow use of bultén developer taals

] - ¢ force-inctalled extensions §N0
Never aflow use of built-in developer toals




Installation Instructions — Settings

@ Step 10: ‘Disable guest « LB Devices
mode’ prevents
students from using any
other email address to
bypass school's
extension.

Ovendew
» Chrome
Ovendew
Devices
Managed browsers
- Settngs
Users & browsers

Device

Managed gues!
sessions

» Apps & extengions
» Printers
» Reports

» Mobile & endponts

Networks

Devices » Chrome > | Settings

Search for organizational units VRS PNORSIR ST RS DEVICE ¢
<
~ Safe Kids School o’ " ‘ y
fubiet et @ «—— Enter ‘guest
» Sale Kids Test District
Sign-in settings

Note: You can enable amart card login on the login screen apps page.

Guest mode O
inherned from Google default
Disable guest mode

Kiosk settings

The new apps & extensions paae centralizes all app & extension provis

« Configure klosk apps

» Sel an app to aute-launch

o Configure additional settings on the aute-launched app, such as
= Device health monitoring
= Device system log upload
= Screen rotation



Testing the installation

Of the Chrome Extension



Testing the extension- Extensions menu

@® Once the extension is installed on
the Admin Console, Google
pushes the extension slowly to all
the laptops that can take 5 minutes
to 2 days to deploy. See the
attached Google policy document
on the extension rollout.

, This menu is
available here

Extensions

Once the extension is installed on
the Chromebook, it can be seen P ———— .
once the highlighted icon is aforrmation on this sit

selected:

No access needed




Testing the extension — urls to test with

@® You can test the URL intercepts by

URL Category URL Link

trying the following URL's:
Proxy Websites https://www.4everproxy.com/
https://www.proxysite.com/

https://www.hidemyass.com/

Social Media https://www.facebook.com
https://www.tiktok.com
https://www.instagram.com
https://www.discord.com

Gaming https://www.fornite.com
https://store.steampowered.com

Weapons and Violence https://www.ammo.com
https://www.guns.com

Shopping and Media https://www.netflix.com
https://www.hbomax.com



https://www.4everproxy.com/
https://www.proxysite.com/
https://www.hidemyass.com/
https://www.facebook.com/
https://www.tiktok.com/
https://www.instagram.com/
https://www.discord.com/
https://www.fornite.com/
https://store.steampowered.com/
https://www.ammo.com/
https://www.guns.com/
https://www.netflix.com/
https://www.hbomax.com/

Testing the extension — menu access

@ Each of the unsafe websites will
trigger Pause, Reflect, and
Redirect (PRR).

If there are 4 attempts made within
3 minutes, PRR may decide to
limit the students to ONLY whitelist
websites. This will prevent your
ability to test the extension.

For your convenience, we have
made an extension functionality for
your test account. To reset the
PRR behavior, please select
‘Enable Access’ the following to
reset your extension:

Extensions

Full access

These extonsions car

SafeKids For Schools

¥1.6.1 |IMLV17.0 INLPY1.20

This is an evaluation version, If you lose
access 10 subsequent intercepts, use
“Enable Access' to continue your
evaluation.

Enable Access \ >




Testing the extension — NLP: Weapons

@ Safe Kids uses extremely complex
Natural Language Processing
(NLP) and Computer Vision
algorithms to detect safe and : d > YouTube A By i
unsafe content. Use the following

Searches that are allowed
allowed based on context

Searches immediately flagged
as unsafe and will trigger PRR

» Gaming Music Baseball Basketball Gadgets

to test if the extension is properly
deployed on the school
environment:

s e
v

» YouTubeTV

No cable box. No DVR space limits. No hidden
fees. No contract. It's cable reimagined.

' Metal Detecting: 3 Civil War Rifles Dug at New Hope (

' w“ TRY IT FREE
. . oo AF
o ! ' :
= Z New users only. Terms apply. Billed monthly
Z

Safe Kids NLP processes each
web title from a search result for
example a Google or YouTube
search. Similarly, images from the
results are analyzed if they contain

Goog Ie Q_ where do i buy my airsoft guns

Q. where to buy a gun in da hood

Q, where to buy a gun in gpo

) guns and rosed : » YouTubeTV B sbato oo desmndinn
q U eStI O n a b | e CO n te nt S u Ch a S 3 Guns N’ Roses No cable box. Q_ where can i buy guns in gta san andreas
P fees. No contra Q_ where do you buy guns in far cry 6
EX p | I C It Ad u |t CO n te nt O r s anciosss songe Q. where do you buy guns in southwest florida

guns and roses members

guns and roses tour

Weapons. |
Please use the following to test if

machine learning is effectively

installed on your environment:



Thanks!

Prepared by the Safe Kids Team



